Abstract: Visible light communication (VLC) systems have relatively higher security compared with traditional radio-frequency (RF) channel thanks to line-of-sight (LOS) propagation. However, due to the broadcasting property of optical channels, VLC systems may also suffer from malicious attacks or eavesdropping. In this paper, we present a differential chaos-based modulation with channel scrambling (DCM-CS) for wavelength-division multiplexing (WDM) aided VLC system to enhance the transmission security over red, green, and blue (RGB) channels. The proposed scheme exploits the diversity property of light emitting diodes (LED) and the natural high-security property of chaotic sequences being sensitive to the initial value and nonperiodic. At the transmitter, the binary phase shift keying (BPSK) symbols are modulated by the chaotic sequences differentially, then the modulated information-bearing chaotic signals and the corresponding reference chaotic sequences are converted to nonnegative signals and transmitted over RGB channels. It is noticeable that the RGB channels change dynamically and are equivalently scrambled, where the secrecy information is shared in an uncoordinate way between the transmitters and legitimate receivers; hence, the security is further enhanced. Theoretical bit error rate (BER) and secrecy capacity expressions are derived, and simulation results are provided and compared to prove the benefits achieved by the proposed scheme.
Introduction
Due to the scarcity of spectrum resources, the development of wireless communication is severely constrained from the limited bandwidth. The optical wireless communication (OWC) is considered as an alternative technology for indoor wireless communication because of the unlicensed and virtually-unlimited light spectrum. Among all of the OWC systems, visible light communication (VLC) systems based on white light-emitting diodes (LEDs) have attracted more attention from the researchers since LEDs can be used for both illumination and data communication at the same time. With the aid of wavelength division multiplexing (WDM), the red, green, blue light-emitting diodes (RGB-LEDs) have achieved even higher transmission capacity brought by the benefits of diversity [1] .
Except for the high data throughput, the VLC system can provide higher security compared with the radio frequency (RF) counterpart systems, thanks to the line-of-sight (LOS) transmission [2] . However, since the LOS channel has the similar broadcasting property to the RF wireless channel, the physical layer in VLC system is still under the threat of the attack or eavesdropping from the malicious users, especially in the public area such as library, supermarket and meeting room etc.
In recent years, researches have been done to study and improve the physical layer security of VLC system. For example, the achievable secrecy rates of the multiple-input, single-output (MISO) wiretap VLC channel have been studied in [3] and a practical robust beamforming scheme for the MISO wiretap channel has been proposed in [4] . The effect of random optical irradiance fluctuations inherent to free-space optical (FSO) communications on the probability of achieving a secure transmission is studied in [5] and in [6] , where an orbital angular momentum multiplexing scheme is used to provide higher security. In addition, a secure VLC system, which uses data superposition of different LEDs to constrain the malicious eavesdroppers to obtain enough signalto-noise ratio (SNR) for communication, is proposed in [7] .
On the other hand, the issue of physical layer security in traditional RF system has been widely investigated and chaotic sequences have been verified to be effective for enhancing the physical layer security [8] , since the chaotic sequences has natural advantages, such as being sensitive to the initial value, non-periodic, and never repeating, etc., to enhance the transmission security for the user data. Among the available chaotic modulation schemes, differential chaos shift keying (DCSK) has been well known for the outstanding bit error rate (BER) performances demonstrated in [9] .
In this paper, we propose to modulate the user data with chaotic sequences differentially by exploiting the principle of DCSK [10] , then the two differential chaos-based modulated (DCM) signal and the reference chaotic sequences are transmitted over the RGB channels with the aid of wavelength-division multiplexing (WDM). Notably, the three RGB channels used for the reference chaotic sequences and DCM signal change dynamically, and we select the channel with the aid of the key and priority we defined previous to the transmission, where the key and RGB channel priority rule is transmitted in uncoordinated way to the receiver. That is to say, the RGB channels are equivalently scrambled.
Different from the existing researches on physical layer security in VLC system, we exploit the diversity provided by RGB LED, and the natural high security property of chaotic sequences to improve the transmission security. That is to say, we take the diversity of LED into the physical layer security design, and combine the channel scrambling with DCM, hence the malicious users can hardly retrieve the information without the key secrecy parameters, and the physical layer security will be improved.
Specifically, we first modulate the BPSK symbol with the chaotic sequences differentially. Then the two DCM signals, which may have positive or negative values, will be converted into the difference of two non-negative signals for LED. Then, one channel is selected to transmit reference chaotic sequences, and the other two channels are used for information-bearing modulated data. The channel selection criteria, which is public to both the legitimate users and the malicious users, is specified and shared with the legitimate receiver in an uncoordinate way. At the legitimate receiver, the information is recovered with the known channel selection key and parameters of chaos. With the differential chaotic modulation and RGB channel scrambling, even if the eavesdroppers can intercept the transmitted signals, it is difficult for them to retrieve the transmitted data in real time. Therefore, security in the physical layer has been enhanced with no loss of brightness because the power of chaotic signal is controllable and stable, thus having no influence on the color and brightness of RGB-LEDs in the VLC system.
The main contribution of this paper is that we design a differential chaos-based modulation with channel scrambling (DCM-CS) scheme for the wavelength-division multiplexing aided VLC system, and realize the high security information transmission over the RGB channels. As far as we know, this paper is the first to exploit the high security property of chaotic sequences being sensitive to the initial value and non-periodic as well as the diversity property of light emitting diodes to enhance the transmission security.
The rest of this paper is organized as follows. The DCM-CS for WDM based VLC system is introduced in Section 2, where we describe in detail the DCM-CS WDM aided VLC system model in Section 2.1., and the channel scrambling scheme in Section 2.5. Then in Section 3, the theoretical BER of the proposed system is derived, as well as the theoretical information leakage and secrecy capacity expressions for security performance analysis. Subsequently, the simulations are performed to analyze the BER and security performance of the proposed scheme in Section 4, followed by the conclusions in Section 5.
Differential Chaos Modulated WDM VLC System With Channel Scrambling
In this section, we will present the DCM with channel scrambling for WDM-aided VLC system model and describe how the system works, as well as the scrambling mechanism design.
As mentioned above, due to the broadcast property of light beam, the VLC system is under the threat of malicious attack or eavesdropping, especially in a public area. We here propose to exploit the diversity of RGB channels to scramble the channel, and the chaotic sequences to enhance transmission security.
As illustrated in the Fig. 1 , the user information is first modulated by binary phase shift keying (BPSK), and then, the BPSK symbols are modulated by the chaotic sequences differentially to enhance the transmission security. In addition, considering that the chaotic synchronization is complex and impractical for information recovery in the receivers, here we apply the non-coherent differential chaotic modulation scheme based on the principle of DCSK in WDM VLC system. Next, we apply the positive transformation to the information-bearing DCM signal and reference chaotic sequences to provide the positive real value impulse for transmission over VLC channel. Subsequently, we propose to transmit these non-negative pair of signal in adjacent time slots over scrambled RGB channels with the aid of the WDM to further enhance the physical layer security.
At legitimate receiver, the information output from the PIN photodetector will be recovered by using the same dynamic key at transmitter and the same chaotic parameters.
The details of the chaotic sequences generator, the DCM modulation, the RGB channel scrambling scheme, as well as the WDM are given below.
Chaotic Sequences Generator
In this paper, we use the Chebyshev map of degrees 3 as chaos generator which can be easily generated by the simple quadratic polynomial given by
where c k is the k th element of chaotic sequence C and c k ∈ (−1, 1), k = 1, 2, · · · . The corresponding probability density function (PDF) is [11] 
Thus, we can obtain the expectation and variance from (2) as
Furthermore, in order that the LED could have a stable and controllable color and brightness, a normalization is applied to the chaotic sequences, which is expressed as
where C l denotes the l th chaotic sequence used for the l th pair of BPSK symbol, and β denotes the length of the chaotic sequences.
Since the chaotic sequences are sensitive to the initial value and non-periodic, the malicious users could hardly retrieve the key parameters of chaotic sequences such as the initial value and generation map, etc.; hence; the transmission security in the physical layer can be enhanced.
Differential Chaotic Modulation Scheme
In the transmitter, the input binary stream is firstly modulated by BPSK, then the resultant BPSK symbols are converted from serial sequences to parallel sequences using the serial-to-parallel (S/P) converter. That is to say, two serial BPSK signals are converted into a pair of parallel signals. Denote the l th (l ≥ 1) pair of parallel BPSK data as b 2l−1 and b 2l , then with the use of DCM scheme, the information bits are modulated by reference chaotic sequence C l differentially, and the chaotic modulated sequences S 2l−1 and S 2l are obtained with the reference chaotic sequence C l .
Specifically, the output chaotic sequences from the chaotic sequences generator are used to modulate the l th pair BPSK symbol, namely, b 2l−1 and b 2l , with the value of +1 or −1. The resultant chaotic modulated signal is given by
Notably, compared with the DCSK scheme, the proposed DCM scheme with the aid of WDM improves the transmission efficiency. The reason is that in the DCM scheme, one reference chaotic sequences are used for two DCM symbol, while the traditional DCSK modulation scheme uses one reference chaotic sequences for one DCSK symbol.
Negative-Positive Transform
Next, considering that only the positive signal can be transmitted by the RGB-LEDs, we apply a positive transformation to the information-bearing DCM signals and chaotic sequences to provide the positive real value impulse for the transmission over the VLC channel. Applying the negative-to-positive transformation for DCM signals S l , we could obtain the non-negative sequences given by
where Fs l and Gs l are non-negative chaotic modulated sequences and will be transmitted over VLC channels. Similarly, the reference chaotic sequence C l can be transformed by 
Channel Scrambling
Subsequently, we propose to transmit these non-negative pair of signal over the scrambled RGB channels. With the aid of WDM, in one transmission period, we have three available channels, which are red, blue and green. We here propose to dynamically change and scramble the channels used for the transmission of the reference chaotic signal and the two information-bearing DCM symbols according to the pre-determined key and the channel priority sequential order of red, blue and green.
More explicitly, we select one channel to transmit the reference sequence [Fc l , Gc l ] using the key, and use another two channels to transmit information-bearing modulated sequences at a time Both the key and sequential order of channels will be transmitted to the legitimate user in an uncoordinate way, which will be described in detail in the Section 2.4.2. Since the key is dynamically changing, the RGB channels used for the transmission of [Fc l , Gc l ], [Fs 2l−1 , Gs 2l−1 ], and [Fs 2l , Gs 2l ] accordingly change dynamically. Hence the transmission security is enhanced thanks to the equivalently dynamic scrambling RGB channels.
2.4.1. Key Generation: The key used to select the channel for the reference chaotic signal is generated below.
Here, we define the initial key as:key = e 1 e 2 · · · e t , where t is the length of initial key. Then the key is dynamically changing according to the following equation:
where z j ∈ {0, 1}, j = 0, . . . l − 1 are initial coefficients, which determines the changing law of the key, and e i ∈ {0, 1, 2}, i > 0: Fig. 2 . UDSSS scheme.
The value of e i determines which channel should be used to transmit the i th group of the reference signals. Both the transmitter and the receiver can determine the reference signals channel by using the same initial key and match changing law.
With the aid of the key, the RGB channels are equivalently scrambled and the eavesdroppers can hardly retrieve the information because the eavesdropper cannot determine the correspondence relation between the signals and the RGB-LEDs source. If the eavesdroppers want to retrieve the intercepted information, the probability that eavesdroppers can guess the true information of the i th group is 1/3. For a message containing n bits, the probability will dramatically drop down to (1/3) n because the key will change over time and the eavesdroppers should guess the key for each bit. Therefore, the transmission security is enhanced.
Uncoordinated Transmission of Secret Information:
In order to share with the legitimate receiver about the secret information including the key as well as the RGB channel sequential order, we adopt the Uncoordinated Direct Sequence Spread Spectrum (UDSSS) in [12] that enable the anti-jamming broadcast communication without shared secrets.
As shown in Fig. 2 , in UDSSS, a public set C, where C could be chaotic sequences or other pseudo-sequences such as m-sequences, is used by the transmitter and the receivers. The transmitter randomly selects the sequence C s ∈ C to spread the message.
At the DCM-CS WDM-aided VLC transmitter, we should transform the value of key (0, 1, 2) into a form of bipolar code pairs (−1 − 1, −1 + 1, +1 − 1) first. Then the transmitter randomly selects the sequence C s ∈ C to spread bipolar codes and apply a positive transformation to them. More explicitly, the transmitter divides the spread sequence into two non-negative sequences F and G, just as what we do to chaotic sequences presented above. After generating these two non-negative sequences, the transmitter transmits them successively and repeatedly over the channels, with the aim of realizing reliable reception with absence of the synchronization and under the threat of jamming attacks.
For example, if we want to transmit the key {0, 1, 2} to the receiver, we should transform it into a bipolar code form {−1, −1, −1, +1, +1, −1} first. Then, we spread them into a sequence {−C s1 , −C s 2 , −C s 3 , +C s 4 , +C s 5 , −C s 6 }, where C si (1 ≤ i ≤ 6) are the codes of C s and C s is a code sequence of public set C. After that, we divide the spread sequence into two non-negative sequences F and G. Finally, we send them over channels successively and repeatedly. It has been verified in [13] that this scheme could provide the high security transmission thanks to the antijamming property of the spreading codes.
WDM Scheme
We illustrate the block diagram of the WDM scheme, which has been used in [14] and [15] to improve the transmission efficiency, in Fig. 3 . It can be observed that with the use of the RGB LED, there are three independent channels, which are red, green and blue light beam. With the aid of WDM, the user data could be transmitted over three different wavelengths; hence, the capacity of VLC channel and the aggregate data rate will be improved. 
Signal Recovery at Legitimate Receiver
The legitimate receiver can recover the key using the method given by [12] , and then, the regenerated key is used to identify the channel used for the transmission of reference chaotic sequences, and then the sequence [ Then after a positive de-transformation, we could obtain the received reference sequence C l and the information-bearing sequences S 2l−1 and S 2l . Finally, after the demodulation, we will obtain the estimated information messagesb 2l−1 andb 2l .
The details of how to recover the key and the positive-to-negative de-transformation are described as below.
2.6.1. Key Recovery: The legitimate receiver uses the method in [12] to recover the key. Specifically, with the aid of the sliding window illustrated in Fig. 4 , the receiver samples the channel at a sampling rate of sT m , then stores the samples in a buffer. When the buffer is full, the receiver will traverse all the sequences C s ∈ C to find out the C i corresponding to the i th received sample by calculating the correlation coefficients. Then, the entire message, namely the key, could be recovered with the aide of C i through the correlation computations.
Different from the traditional UDSSS given in [12] , our DCM-CS WDM transmitter only sends the initial key instead of transmitting all the keys. The transmitter and receiver can generate a large number of keys sequentially according to the initial key and the changing law so that it does not take a long message transmission time, where the message transmission time is the evaluation metric of the UDSSS defined in [12] as the expected time for the message recovery at a receiver with and without jamming and is given by
where r c is the chip rate, q is the samples of each chip, p j is the probability that a packet is jammed, |M | is the length of message, N is the chips of each code, n is the number of code sequences of a public code set C, and B (N ) is the bit despreading operations that the receiver can perform per second. In a determined system, B (N ) is a constant that relate to the instructions per second (IPS). For example, in [12] , IPS is set to be 400 · 10 6 . It can be seen from the (11) that T r increases linearly with the message size |M |.
Notably, in our design, the transmission efficiency is higher and we save approximately 2/3 of the message transmission time compared with the traditional one in [12] . The reason is that we transmit the same messages over the three channels simultaneously.
2.6.2. Information Recovery: At the receiver, we can easily realize the positive-negative detransformation at receiver by using
where Fs l = Fs l + Nfs l and Gs l = Gs l + Ngs l are received information-bearing sequences corresponding to Fs l and Gs l respectively. Assuming that the Nfs l and Ngs l are zero mean Gaussian noise with a variance of N 0 /2, then we have
where Ns l = Nfs l − Ngs l is also the Gaussian noise with a variance of N 0 and zero mean. Similarly, we can easily get S 2l−1 , S 2l and C l by performing the positive-to-negative detransforming.
Finally, we can get the estimatedb 2l−1 andb 2l as follows:
where sgn[·] is the function which returns an integer indicating the sign of a number, and (·) means a dot product.
Theoretical Performance Analysis
In this section, we derive the BER formula, the information leakage and secrecy capacity to evaluate the theoretical performances of the presented DCM-CS WDM-aided VLC systems.
BER Analysis
Using the well-known indoor optical wireless communication channel model of [16] , the received photocurrent can be expressed as [16] 
where R is the PIN photodetector responsivity, P t is the instantaneous transmitted optical power, I p is the received photocurrent, h(t) is the channel impulse response, n(t) is the signal-independent additive noise, and the symbol ⊗ denotes the convolution.
The received signal y(t) can be obtained as
where x(t) is the transmitted signals, and h b is a constant since the symbol rate of this RGB-LEDs based VLC system is set to be 10 Mbps, and thus, the channel impulse response h(t) can be treated as a constant.
Here, we only consider the LOS and the first reflection because the n th reflection (n > 1) is much weaker. Utilizing (6), (13) , (14) , and (16), we have
Assuming that E b is the power of a chaotic sequence, we calculate the BER for y 2l , which is the same as y 2l−1 , by using the Gaussian Approximation method as
where erfc(x) is the complimentary error function
Theoretical Security Performance Analysis
We here derive the information leakage and the secrecy capacity for the DCM-CS WDM-aided VLC system to analyze the security performance theoretically. It is noticeable that the secrecy capacity is defined as the maximum transmission rate at which the eavesdropper is unable to decode any information, which is the same as the definition in [17] . Accordingly, when the secrecy capacity is lower, the communication system will provide higher security for the information transmission. Assuming that 0 and 1 have equal probability to be transmitted, the mutual information between the transmitted data X and the recovered data Y E at the eavesdropper can be derived as [18] I e (Y E ; X ) = H e (Y E ) − H e (Y E |X ) = 1 + p e log 2 p e + (1 − p e )log 2 (1 − p e )
where H (·) is the entropy operation and p e is the eavesdropping BER at each information channel of the DCM-CS WDM-aided VLC system. In the proposed system, we only transmit information over two channels, hence we could get the theoretical information leakage as follows [18] :
Likewise, assuming that 0 and 1 have equal probability to be transmitted, the mutual information between the transmitted data X and the recovered data Y L at the legitimate receiver can be derived as [18] I
where H (·) is the entropy operation, and p l is the legitimate BER at each information channel of the DCM-CS WDM-aided VLC system. Further, we could calculate the the secrecy capacity with (24), which is given by [19] C s = max
where k ∈ [(l − 1)β + 1, lβ] (l ≥ 1). 
Simulation Results and Analysis
In this section, we simulate and compare the simulated BER performances with the theoretical BER results using (20) and investigate the security performances in terms of the information leakage. The simulation parameters in the proposed system are provided in the Table 1 . Firstly, we compare the theoretical BER performances with the simulation results for DCM-CS WDM-aided VLC system with chaotic sequences having different length β. It can be observed from the Fig. 5 that our theoretical BER evaluated by (20) match well with the simulation results. Additionally, it can also be seen that due to the fact that Gaussian approximation is more exact for large samples, the theoretical BER nearly overlaps with the simulation results when β is larger and the theoretical analysis is correspondingly more exact for the larger β. Meanwhile, since the interference may increase when the value of β increases, it is noticeable that when β is larger, the BER is higher.
Second, we investigate the security performance in terms of the BER. We illustrate the BER for legitimate receivers and eavesdroppers without the knowledge of the key parameters of chaotic sequences and the key for channel selection in Fig. 6 . It can be seen from the figure that the eavesdroppers could not retrieve the information due to the high BER, which is about 0.5, without the secret information, while the legitimate receivers could receive the information reliably with the satisfactory BER.
Then we do simulations to calculate how much the mutual information is obtained at the eavesdroppers in VLC system with and without the DCM-CS scheme. As shown in Fig. 7 , the information leakage at the eavesdroppers for a traditional VLC system is remarkably higher than those using our presented DCM-CS scheme for the WDM-aided VLC system. Hence, the security is improved with the aid of the DCM-CS. In addition, it can also be observed that the mutual information for the eavesdroppers in the traditional VLC system decreases with the increase of the chaotic sequence length β, which is reasonable due to the increasing difficulty of traversing with larger β.
Additionally, we evaluate the information leakage at the eavesdroppers with or without the knowledge of the key for channel selection in Fig. 8 . It can be observed that without the key, the eavesdroppers can hardly retrieve the information since the information leakage is close to 0, while the information leakage is much higher when the eavesdroppers somehow learn the key. Therefore, with the use of the key and the equivalent channel scrambling, the transmission security is further enhanced.
Finally, we evaluate the secrecy capacity of the DCM-CS WDM-aided VLC system and illustrate the results in the Fig. 9 . It is noticeable from the figure that with the increase of β, the secrecy capacity decreases, which means that the maximum transmission rate at which the eavesdropper is unable to decode any information decreases. Hence, the security will be enhanced with larger β, which coincides with the simulation results in the Figs. 7 and 8.
Conclusion
In this paper, we propose to apply the differential chaotic modulation to the WDM VLC system and present the channel scrambling mechanism to further enhance the security. Since the RGB-LED has red, blue, and green light beams, we here propose to modulate a pair of BPSK symbols simultaneously with the aid of the chaotic sequences. Then the reference chaotic sequences are transmitted over the dynamically changing light beam to facilitate the receiver to recover the information from the chaotic signal. Further, we propose to dynamically change and scramble the channels used for the transmission of reference chaotic signals and information-bearing modulated signals with the pre-defined scrambling rule, which is transmitted between the transmitter and the legitimate receiver in an uncoordinate way. The theoretical analysis and simulation results have been provided, and the simulation results verify that the presented DCM-CS scheme enhances the physical layer security of the WDM aided VLC system and provides the reliable transmission for the legitimate receivers. Moreover, the presented DCM-CS scheme is practical since we could easily control the color and brightness of the RGB-LEDs by adjusting the power of chaotic signals or the information-bearing chaotic signals without any negative influences on the BER performances or the security performances.
